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Tpunoxenne

Pexomennauun ans nereii no anuHoii GesonacHocTH 1 npoduIaKTHKE
nonajaHus B MOLIEHHHYECKHE CXeMbl B ceTH MuTepner

YTo0bI He CTATH KEPTBOH MOLIGHHHKOB HJIM APYIHX NMPeCTYIUIeHHii B CeTH
HHTepHeT, He CTATh YYACTHHKOM KAKHX-THGO COMHHTEJBHBIX MAXHHAUHIL
N0APOCTKAM HeoGX0AHMO c0D.110/1aTh HEKOTOPbIE NIPAaBHJIA Ge30MacHOCTH:

1) He 1062aBJsiTh HE3HAKOMBIX B3POCIBIX B APY3bsi

YacTo MOLIEHHHKH 3aBOJIAT B COLMANBHBIX CETSX CTPAHHYKH «CBEPCTHHKOBY,
J00aBIAIOTCS B PY3bsi M BCTYNAIOT B NEPENHCKy ¢ AeTbMH. Thl MOXKelb AyMaTh,
YTO OBMIAeIIbCsS C CHMIIATHYHOM JIEBOUKOM, H MOXKENIb PACCKa3aTh, KAKOH y Tebs
KOMITBIOTEp H CKOJIBKO MX BOOOIIE, KOT/Ia POJHUTENH NPUXOIAT ¢ paGOTEI H MHOTOE
apyroe. ITomun, uto 3a poTorpadueii Ha aBaTapke MOYXET CKPHIBATHCS MOIICHHHK,
H, €CJTH OH y3HaeT, Korja poautesnei He Gy/eT JoMa, U3 KBapTHPbI MOTYT NPONAcTh
LleHHble BEIM WIH IPOM30OHTH JIpYrHe HENMpHATHOCTH. MOUICHHHKH 4YacTo
CKPBIBAIOTCS IO MAacKoil MHTEPeCHBIX cobece/IHMKOB Ha (opyMax W B rpymnmax
B coucersx. OHH 3aBOJAT C NOAPOCTKOM BUPTYaJIbHYIO APYkOy Ha mouse obmmx
HHTEPECOB M BTHPAIOTCS B JoBepue panu Oymyuweil Beroasl. Korza koHTakt
HaNKUBACTCS, OHM BBUIYMBIBAIOT pasiMyHble MNPEUIOTH, YTOOBI MONYYHTH
HeoOXomuMylo WM HH(popmauuio. HanpuMep, MoLIeHHHKH mpocst peGenka
npucnats potorpadui GaHKOBCKUX KapT WK NIACTIOPTOB POAUTENEH. DTHX JaHHBIX
MOXeET OKa3aThCsi IOCTATOYHO, YTOGBI YKPACTh JIEHBIH CO CueTa MM O(OPMHTH
KPEJIUT Ha YyKOe UMsl.

2) He cooGmaTth Au4HyI0 HHOPMALHIO

Hukoraa u Hi IPH KaKuX OGCTOSITENBCTBAX HENb3sl CO00IIaTh HHpOpMALMIO
nuuHoro xapakrtepa. K mepcoHanbHpIM faHHBIM - otHOcuTes: ®.M.O., nata
POXKIeHHs], IOMAILHUHA azpec, HoMepa TeseoHa, GaHKOBCKUX KapTO4eK, NMapoly.
Oty uHQOPMALMIO Helb3s HHKOMY COOOMIATh B NeEperHcKax, KOMMEHTapHsX,
ontaiti-urpax. Ecin y Te6si B ceTH KTO-TO MONPOCHT HOMep TeleoHa i ajpec,
cHayana HyXKHO oTBeTHTh: «Crpoiy paspelieHus y poautenei». OGbraHO mocne
TAKoro cOOBILEHHs MOIIEHHHKH HCYE3AI0T.

3) He ckaunuBaTh NPOrpaMMbl ¢ COMHHTEIBHBIX CAHTOB

JUnist 3arpy3Ku NPHIIOKEHHH HEOOXOMMO HCIIONB30BaTh ToNbKo Google Play
i App Store. Ecni ckayaTh nporpaMMy ¢ NepBOrO INONAaBIUErocs pecypea, To
MO’KHO JIETKO IIOHMaTh BUPYC, H3-3a KOTOPOTO HE TOJILKO MOXKET BBIATH U3 CTPOS
KOMIIBIOTEP, HOYTOYK, TIAHIIEeT WK TeedoH, HO U B PyKaX y 3JI0yMbIULIEHHUKOB
OKaXKyTCsi HOMepa GaHKOBCKHX KapT POAUTENEH.

4) He nepexoauTh 10 NOA03PHTEILHBIM CCHLIKAM

Henb3st HaXuMath Ha IOJO3PHTEBHBIE CCBUIKH, KOTOpbIE NPHXOMAT MO
JIeKTPOHHON moyte WM B cooOmennusix. Hanmpumep: «Tei cran obnamarenem
HoBoro iPhone — nepexo/u 1o cchuike, 4ToGbl 3a6path eroy. Tebe nyuie 3HaTh,
YTO TaKHe COOOIIECHHs OTIPABIAIOT MOLICHHHKH M MPHU Iepexosie Mo CChUIKE Ha
KOMITBIOTEP WIIH CMapT(OH MonajéT OnacHbli BUpYC.
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o) HHYEro He onJIa4uBaTh B MIHTEpHETE

B MOGHIIBHBIX NPUIOXKEHHAX M MIPax eCTb IUIATHbIA KOHTEHT. Mrpokos
3aMAHUBAIOT HU3KMMM LEHaMH M YHHKAIbHBIMH aKuusmMu». W He CTOMT
3a6TyKIaThCA, B I0J00HBIE JIOBYWIKH MOTYT IOMacTh He TOJBKO JIETH,
HO M B3pocibie [TposiBIsiil OCTOPOXKHOCTE NPH COBEPLICHHH OHJAMH —IIOKYIIOK.
3/I0YMBIULIEHHHKH MOTYT HCIOJIb30BaTh (DEHKOBBIE CTPaHHLBI UL OHJIANH-
nokynok. Ilpexnae wuem cosepmarh ruatexd B MHTepHeTe, HX HYXHO
COTJIaCOBBIBATH CO B3POCIBIMH.

6) He craBuThb reomerku nojx ¢poro

Ilo HMM 37OYMBINLTEHHMKH MOTYT JIErKO Y3HaTh, IA€ Thl JKHBELIb
uiM yunibest. He Hao pacckashiBaTh O KaXIOM CBOEM NepeMelieHHH U 0COGEHHO
yKa3bIBaTh IOMAIIHHiT aJipec WM HOMEp CBOEH MIKOJIBI B COLICETSX.

7) He BepuTh B ObICTPBIii H JIETKHii 3apaboTok

CrpemiieHne HaiiTH NoApaGoOTKy M caMoMy 3apaboTaTh JEHBIH HAa HOBBI
Tenepon — 370 noxsaneHo. Ho nieTH B momckax 3apaGoTka MOryT GbITh O4eHb
HauBHbL. [Topsnounslii paGoTonatens He GyJeT IPOCHTH NEPEBECTH AEHBIH Mepes
oopmiernem Ha paGoty. M emeé — uTo Henb3s BepHTh NPEUIOKEHHSIM 3apaboTaTh
Cpa3sy MHOTO JIeHer, PaKTHIeCKH Hu4ero He Jenas. EcTb Goiblas OnacHOCTb, 4T0
Te6Gs MOTYT HCIOJNB30BaTh «BCJeMyio». B mocieHee BpeMs 3710yMBIIIEHHHKH
JIeNAloT NpeUIoKeHuss o 3apabotke B couManbHBIX cersix «BKownrakrey,
«O/HOKIIaCCHUKIY, a Takxke MecceHvkepax «Telegramy», «WhatsApp» u ap. Takoit
«rerkuit» 3apabOTOK MOXKET «BCKPYKHTB» rojioBy. Tak, TeGs MOTYT MONPOCHTH
3a6path KPYNHYIO CyMMY JIEHET W NEPEeuMCIIHTb Ha ONpE/Ie/IeHHBIH CYeT, a 4acTh
CYMMBI IIPEJUIOXKAT OCTAaBUTh cebe B KauecTBe Bo3HarpakaeHus. Ha nepBsiit B3rsiz
MOJeT IT0Ka3aThCsl, YTO 3TO OYeHb BhIrO/iHOe mpesoxkenue! Ho BMecTo 3apaboTka
THI TIOJyYHILb KPYIHbIE HENPHATHOCTH, TAaK KAK MOXeEIIb CTaTh COYYaCTHHKOM
MPECTYILIEHHs, HalPHMEP MOLIEHHHYECTBA.

8) He 10BepaTh cOOGUIEHHAM O KPYIIHOM BBIHTPbILIE

HeosxuanHoe coobIeHN e 0 KPYITHOM BBIMIPBILIE, KOTOPIH SKOOB MOXHO
MOMYYHTh MOCJE OIUIAThl KOMHCCHH, TOXKE JIOJDKHO BBI3BIBATh IOJI03PEHHE.
Hepe/iko MOIIGHHHKH PacchUIaloT MHChbMa M COOBIIEHHS, B KOTOPBIX OGemaior
HEX/IaHHBIH BBIMTPBILI HJIM OT HMEHH TOTJIAPHBIX GJI0repoB 3aIycKaioT peKiamy
«BecrpoHrphIIHEIX JIoTepeit». Ho 3arem 3a 10CTaBKy «IpH3a» WM KaKHe-TO
JIpyrue JIONOJHHMTEbHBIE YCIYTH IIPOCAT OIUIATHTH HEGOJBIIYI0 KOMHCCHIO.
JUist 9TOro HAamoO MPOMTH MO CCHUIKE M BBECTH JaHHBIE GAaHKOBCKOM KapThL.
Ho Ha camoM Jene cChika BeleT Ha (HIIMHTOBBIA CaliT, H BMECTO NPH30B
JIOBEPUHBBIif 10JI30BATENb MIOMyYaeT yOBITKH.

9) He BepuTh B KpynHoe oGoraienue

MoleHHHKH MOTYT yOeauTh Te0sl BIOKHTh JCHBIH B «CBEPXIPUOBLIBHBIN
npoexT» (croisiep — B GUHAHCOBYIO MHpamuzy). Jlo BBILIAT BKIAXYHKAM IEJ0
06byHO He noxoauT. CobpaB JeHbIH KakK MOXHO GOJBLIEro 4Wcia JIOJEH,
opraHu3aTopsl McyesaloT. [Topoii obMaHImKy npeuIaraioT «OBICTPO 3apaboTaThy,
MPOCTO 3aPErMCTPHPOBABIIMCH HA COMHUTENLHOM caiite. Halo TOIBKO BBIMOMHATE
3a/[aHisl WU fienaTh OyKkMeKepckue cTaBki. [l BBIBOJIA «3apaboTKa» OHH MPOCST
OIIATHTH KOMHCCHIO. B HTOre NeHbrH BMeCTe C JaHHBIMH KapThl OKa3bIBAIOTCS
B pyKax MaXHHATOPOB.
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10) He BepuTH Beemy, YTO MHIIYT B COOOLIEHHAX

Kaxnmpiii u3 Hac xots Gbl pa3 mosydan cooGlueHHe NPHUMEPHO TaKoro
conepxanusi: «[lononusn cyér M ommbes HOMEPOM, BepHHTe, MoXaiyifcTa,
nenbru». [Tomuu, uto Tak AeficTByior MomenHuku! TTonaBukcs Ha UX YA0UKY, THI
MOJIapHIIL CBOM JIEHBIH 4YXKOMY 4esioBeKy. OGpaTHCh 33 COBETOM K B3DOCIBIM.

11) He nosepsiiiTe cooGuennsiv 06 0Ka3aHHH MOMOILH OT HMEHH CBOHX
Apy3eii HIH 3HAKOMBIX!

KubepnpecTynHHKH B371aMBIBAIOT aKKayHThI B COLICETSIX, @ 3aTeM OT Yy¥KOro
HMEHH pacChLIaloT COOOIIEHHs MO CHNHCKy Apy3eil. HauuHaroT pasroBop
¢ GananpHoro «Kak nena?» H NpakTHYECKH Cpasy NMepexosT K KanobaM Ha KH3Hb
u npocsT B 1oir. Wi co ciopamu «JIoBH (OTKH ¢ JIHst poj/ieH s !» BMECTO CCBUIKH
Ha (oTorpaduu NpHCHUIAIOT BpeNOHOCHBIH BHpyc. OH Kpaer ¢ ramxera
NepCOHaNbHBIE JaHHbIE, JIOTHHBI M TMapoH OT JIHYHBIX KaOHHETOB, B TOM 4HCIE
ot GaHKOBCKUX. MoryT GbITh 1 GoJiee CIIoXKHBIE MaXHHALUH.

OcHoBHOE NPaBHJI0 §e30MACHOCTH, KOTOPOE ThI I0JIZKeH 3HATL: B J11000ii
HeNOHSITHON CHTYALHMH HY/KHO TNOCOBETOBATLCSI CO B3POC/bIM, KOTOPOMY
JoBepsienn!

M eme HecKko.16K0 COBeTOB 10 GesonacHoct B cetn MuTepuer:

3amMTH aKKAYHTHI ABAKIbL. Heo6X01MMO yCTaHOBHTE CIIOXKHBIN N1apOIb,
MEHSATb ero KaK/Ible 3 Mecsla M JIOMOJHHTENBHO MOIKIIOUHTE JBYX(aKTOpHYIO
ayTeHTH(UKALMIO Be3Jie, I/ie 9TO BO3MOXKHO (mouta, VK, Telegram...). Crapaiicst
He HCIIOJIb30BaTh OJIMHAKOBBIE MAPOJIH /ISl HECKOJIBKUX CEPBHCOB.

3awuTn cBon ycrpoiicrea. O6HoBsit nporpammel 1uist ITK u MoGuibHEBIE
MPUIIOKEHNS, @ TAKIKE BEPCHIO ONEPALIHOHHON cHeTeMbl. ITepuouueckn 0GHOBIs
BEpCHIO MPOLIMBKH poyTepa. Pa3paGoTuHKu caMu yBEJIOMAT O HOBOM OGHOBJIEHHH,
cretyli peKoMeHxalusM cBoeBpemenHo. Obs3arenbHO GlOKMpYH yCTpoiCTBa, He
noakmoyaii ux K HenssectHbIM Wi-Fi ceTsim.

3awuTn Aannbie. [Ipy BBOJe JaHHBIX Ha caiiTe HIIM B MPHIOKEHHH 06paTH
BHHMaHHe Ha ajipec CTPaHHLIbI caiiTa. MOMEHHHKH JIOBAT CO3/1aBaTh NPUIIOKEHHS
H caiiTbl, IOXOXKHe HAa OPUIHHAI, C LEJIBIO XHILIEHHs JOTHHOB/Maposiei U JaHHBIX
GaHKOBCKOMH KapThl.

Kankaii BuumMateabno. B ciyyae nonydenns ccuiks, He cremn! ITposeps
OTNpaBHTENs, TEKCT H CaMy CChUIKY. VIX MOIIEHHHKH OOBIYHO PAaCCHUIAIOT B IOYTE,
MeccenDkepax 1 SMS Juis 3apakeHHsl yCTPOHCTB MM XHIICHUS IAHHBIX.

Kourposnpyii my6amunyio nupopmanuio o cede. B conuanbHbIX ceTsx Bce
ke CTOMT OrpaHHYMBATh HEKOTOPYIO HH(OPMALIHIO O ceGe: anpec, JaHHbIe KapT u
nacnopra, MH(OPMAaUMIO O MOKyNKax H moe3lkax. MHOraa NpecTymHHKH
HCTIONB3YIOT OTKPBITYIO HH(OpMaIHio, 4To0bl 10A00paTh croco6 artakd Ha
TI0JIB30BATEIIs.

He 3abb1Baii, uto MiHTepHET MOMHHT Bee!




